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Businesses must recognize that they typically take insufficient precautions to prolect their
Irade secreis. In this article, the author suggests some additional steps that can be adopted,

Ithough trade secrets are often some of the most valuable
Aassets owned by a business, most businesses do not take many
of the precautions recommended to protect such assets. This arti-
cle summarizes the main precautions that may or should be taken.
Because others are possible, and the exact precautions needed
depend on the business and trade secrets at issue, an intellectual
property lawyer should always be consulted in formulating a trade
secret protection strategy.

In general, a trade secret is a secret which gives the owner a commer-
cial advantage over competitors.A trade secret may be, for example,“a for-
mula for a chemical compound, a process of manufacturing, treating or
preserving materials, a pattern for a machine or other device, or a list of
customers.” The legendary Coca-Cola formula was a well-known example.

Trade secrets are based on state law. Accordingly, the definition of a
trade secret may differ between selected states. Prior to the Uniform
Trade Secrets Act (UTSA), a general trade secret definition often used was
that “[a] trade secret may consist of any formula, pattern, device, or com-
pilation of information which is used in one’s business, and which gives
him an opportunity to obtain an advantage over competitors who do not
know or use it”> However, most states have adopted UTSA pursuant to
which a trade secret is defined as follows:

Information, including a formula, a pattern, a compilation, program,
device, method, technique, or process, that is both of the following:

(1) Derives independent economic value, actual or potential, from
not being generally known to, and not being readily ascertainable by
proper means by, other persons who can obtain economic value from
its disclosure or use.

(2) Is the subject of efforts that are reasonable under the circum-
stances to maintain its secrecy.
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As set forth above, information qualifies as a trade secret only if rea-
sonable efforts are taken to keep it secret. Even under the prior common
law standard still employed by some states, a factor “considered in deter-
mining whether given information is one’s trade secret [is] the extent of
measures taken by him to guard the secrecy of the information.”

If reasonable efforts are not employed to keep information secret, the
information cannot be enforced as a trade secret.* The more efforts
taken, the less likely it is that a trade secret will be found unenforceable.’

Such efforts can be broken down into three main categories:

1. Restricting access to the trade secrets;

2. Using agreements to restrict others from using or disclosing
the trade secrets; and

3. Providing notice of the trade secrets.

These categories are explored in more detail below.

ACCESS RESTRICTIONS

A requisite element of a trade secret is that it indeed be secret.’
Accordingly, the best way to protect a trade secret is to keep it secret.
Steps that can be taken to restrict access to the trade secrets of a business
include the following.

First, trade secrets should be kept in restricted areas. For example, con-
fidential processes, devices, or information can be performed or kept in
sectioned-off or locked areas or receptacles to which only appropriate
personnel have access.” When trade secrets are maintained in a comput-
er database, firewalls, cryptography, and passwords can be employed to
restrict access. As to passwords, screen saver passwords can be used to
prevent unescorted visitors from gaining access to the network and
accessing trade secrets. As to escorts, courts have recognized that requir-
ing visitors to be logged in and escorted while visiting is another factor
favoring a finding of trade secret status.*

Second, disallow visitors from visiting areas where trade secrets are
practiced or kept.’ The failure to do so could lead to the loss of trade
secret rights." Relatedly, secure lobby areas, receptionist screenings, sign-
in logs, and visitor badges also evidence secrecy efforts."

Third, restrict personnel having access to trade secret information to
only those who have a need to know."? Employee access can be limited
through the use of keys, combinations, passwords, or other means. For
example, in Infinity Prods., Inc. v. Quandt,” customer and pricing infor-
mation available only to persons having a computer password were held
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to be trade secrets. As another example, in People v. Pribich," “[e]ven the
[sales] people ... who had confidentiality agreements with the company
were not permitted to view [development] work product”

Fourth, use unnamed or coded components or ingredients. For exam-
ple,in Mangren Research & Deuv. Corp. v. Nat’l Chem. Co.," “[o]nce chem-
ical ingredients were delivered .. . the labels identifying those ingredients
were removed and replaced with coded labels understood only by
employees.” Similarly, at one time Coca Cola ingredients were not only
unlabelled and referred to as simply ingredients 1 through 9, the suppli-
ers of those ingredients were required to use only the ingredient num-
bers on their invoices.

Fifth, if disclosure of a trade secret is necessary, divide the disclosure
to avoid an assertion of easy replication. For example, the method used
by KFC Corporation to protect its “secret recipe” fried chicken seasoning
was to have one supplier supply one part of the recipe and another sup-
ply the other, with neither having knowledge of the components sup-
plied by the other."* As another example, in United States v. Lange,” work
was divided among subcontractors such that no one subcontractor
received full schematics of the trade secret product. This ensures that no
one subcontractor could easily replicate the product and was held to be
a reasonable secrecy measure.

Sixth, limit the number of confidential information documents and
destroy all unnecessary copies.'

AGREEMENTS

In general, two types of agreements may be used to protect trade
secrets, employee agreements and agreements with others given access to
trade secret information. The failure to have such agreements can lead to
the loss of a trade secret.” Such agreements are used ubiquitously.

Employees generally have an implied duty not to use or disclose an
employer’s trade secrets.” However, employee agreements directed to
the trade secrets of a business are useful to clarify ambiguities regarding
trade secret status and provide notice of trade secret ownership. Such
employee agreements (often referred to as confidentiality, or non-disclo-
sure agreements) typically restrict an employee from using or disclosing
the trade secrets of a business (often referred to as confidential or pro-
prietary information). All employees who might be exposed to the trade
secrets of a business should be required to sign such an agreement. The
agreement can be in the form of a contract or an employee handbook
acknowledged by signature as having been read and agreed to by the
employee. Annual or other periodic reminders of an employee’s obliga-
tions are recommended.

Such agreements typically include other terms requiring the inventor
to disclose the full detail of any inventions or discoveries conceived by
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the employee and assigning ownership of such to the employer. The pos-
sible use or disclosure of trade secrets may be further protected by way
of non-competition terms that restrict an ex-employee from engaging in
competitive activities for a reasonable period of time within a reasonable
territory.

A little-used term that should be employed is one requiring an exiting
employee to identify his or her next employer and future responsibilities.
This enables the trade secret owner to notify the next employer of the
use and disclosure restrictions on the employee—notice which is some-
times important as explained in the Notice portion of this article. This
also enables one to evaluate the probability of trade secret disclosure to
the new employer. In states which follow the inevitable disclosure doc-
trine, an employment can be enjoined if there is a substantial likelihood
or threat of trade secret disclosure.”

Non-employees who must be given access to trade secrets should also
be required, before being given such access, to sign an agreement restrict-
ing use or disclosure of such trade secrets. Such non-employees might
include contractors, suppliers, vendors, professional consultants, cus-
tomers, potential licensees, and potential buyers of the business. For such
persons, and for all visitors allowed into areas where a trade secret might
be viewed, it is recommended that a business employ at minimum a stan-
dard confidentiality or secrecy agreement restricting use or disclosure of
trade secret information.

NOTICE

Under UTSA, misappropriation of a trade secret—which may lead to
liability—consists of either one of the following;:

1. Acquisition of a trade secret of another by a person who
knows or has reason to know that the trade secret was
acquired by improper means.

2. Disclosure or use of a trade secret of another without express or
implied consent by a person who did 1 or more of the following:

+ Used improper means to acquire knowledge of the trade
secret.

+ At the time of disclosure or use, knew or had reason to know
that his or her knowledge of the trade secret was derived from
or through a person who had utilized improper means to
acquire it, acquired under circumstances giving rise to a duty
to maintain its secrecy or limit its use, or derived from or
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through a person who owed a duty to the person to maintain
its secrecy or limit its use.

* Before a material change of his or her position, knew or had
reason to know that it was a trade secret and that knowledge
of it had been acquired by accident or mistake.

As noted above, liability for trade secret misappropriation often turns
on the knowledge of the misappropriator that such information was
indeed a trade secret. While such a notice may be provided in a number
of ways, including by way of the agreements previously discussed, the fol-
lowing methods may also be used.

First, it is recommended that an employee leaving a business be given
an exit interview during which the employee can be reminded of the
obligation not to disclose trade secrets—whether or not a confidentiality
agreement has previously been used. While not determinative, such inter-
views are a factor which can be considered in determining the reason-
ableness of secrecy measures.? While under no obligation to do so, an
exiting employee may also be requested to sign an exit document
acknowledging the continuing obligation reminder. In any event, the
interview should be documented and the reminder confirmed in a fol-
low-up letter. Such oral and written warnings should also identity, to the
extent possible, all trade secrets of which the employee has knowledge—
especially those considered to be valuable. Such precautions will make it
difficult, if not impossible, for the employee to later claim that he or she
had no reason to know that such was a trade secret or acquired by
improper means.” Additionally, the employee should be requested to
return all property and information of the business, including in particu-
lar those including or comprising trade secret information.

Second, if the employee leaving a business has been required—as sug-
gested in the Agreement portion of this article—to disclose the next
employer, that employer can be contacted and warned that the employ-
ee is restricted from using or disclosing trade secrets. Without identifying
the specific trade secrets, the next employer could be warned that the
employee has acquired trade secrets in a specific area, e.g., manufactur-
ing, sales, etc. Such notice could also be provided in writing to avoid any
later denials of such notice. Again, this prevents the next employer from
later claiming that it did not know the particular information was a trade
secret or that it was acquired by improper means.

Third, documents and other things which include trade secret infor-
mation should be provided with legends or signs denoting such to be
proprietary trade secret information.”

Fourth, and relatedly, notices such as signs can be employed on any
portals to trade secrets or areas in which trade secret information is kept.
Such portals could include doorways, file cabinets, drawers, and comput-
er files.

Vol. 30, No. 3, Winter 2004 26 Employee Relations Law Journal



Protecting Trade Secrets

Again, this article is not meant to be an exhaustive list of the precau-
tions which may or should be employed in protecting trade secrets.
Instead, it will hopefully serve to assist businesses in recognizing that
insufficient precautions are being taken or that additional precautions
could be used. In any event, the reader is urged to consult with an intel-
lectual property attorney in preparing an adequate trade secret protec-
tion program.
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